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Abstract

Music publishersusingthe compactdiscstandard have
introduced various copy protection schemesinto the
marketplacein the past severalyears, ostensiblyin an
e�o rt to reducesaggingsalesthat the industry blames
on illegal distribution of high-quality copiesof compact
discs. Over the courseof three years, we performed
a battery of tests against dozensof discs from vari-
ousparts of the world to understandhow thesesystems
work.

Each of these schemeshas unique features but a
commonthreademerges:exploitingdi�erencesbetween
computertechnologyandbasicplayersfor compactdisc
digital audio. In somecases,the protecteddiscsfail to
meet the speci�cations establishedfor interoperability
of compact disc media. We also identi�ed problems
with computersoftware that failed to recognizecertain
types of standards-compliantdiscsthat led consumers
to report incorrectly that the discswere faulty.

Copy protection schemescome with several side-
e�ects. Theseinclude a lossof functionality on some
typesof equipment,impairedplaybackquality on stan-
dard audioequipment,and risk of consumerprivacy in-
vasion.

The most important issue,however,is in the `owner-
ship' of digital mediastandards. Wheresuchstandards

were oncegovernedby the producersof recording and
playback equipment,an attempt to get consumersac-
customedto a standard establishedby the recording
industry itself seemsunderway.

This paper is the �rst in a seriesto document the
�ndings of Interhack'sDigital Media Project.

1 Intro duction

Widespreaduseof digital mediahasradically impacted
the music industry. The industry claims that it is los-
ing signi�cant amountsof moneydue to peopleusing
technologyto make digital copiesof their product and
to distribute suchcopieswithout further compensation.

In recent years, the industry has undertaken several
e�o rts to prevent users'ability to make copiesof data
from digital media. Starting in 2002, we beganto in-
vestigatecompactdiscsto understandwherecopy pro-
tection technology, whichsystemswerebeingused,how
thosesystemsworked, and what side-e�ects thosesys-
tems might introduce.
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2 Metho dology

We compileda masterlist of discsthat werereported to
have problems. We purchaseddiscsfrom that master
list. In caseswhereit waswidelyreported that only cer-
tain \batches" of discswere \bad," we purchasedsev-
eral copiesof the discs,generallyfrom di�erent states.

We worked from a set of seventy-two discs in all.
The discscamefrom the UnitedStates(California, New
Mexico,and Ohio) and the United Kingdom. Tables1,
2, and 3 shows the completelist of discstested,broken
down by \set," that is, group purchasedat the same
time and location. Sets are named according to the
state of purchase;the set named\X" cameto us from
an unknown state; \UK" sets were purchasedin Lon-
don, England. (Discs appearing more than once in a
single set are not duplicates,but indicators of multi-
discsets.)

In addition to the discsthat were reported as prob-
lematic, we collecteda list of the symptomsreported.

After collecting the data, we then began analysis
through several mechanisms. Becausefunctionality
problemswere �rst reported with computersin partic-
ular, we looked at the discs from the perspective of
a computer: why functionality of one disc would di�er
from the functionality of anotherdiscon the samecom-
puter. We wrote a software package called CD Verity
(which is open-sourceand availablefor downloadfrom
our Web site) to perform a variety of tests againstthe
disc.

In addition to software-basedanalysison a computer
system,we looked at variousCD peripheraldevicesand
noticed minor di�erences of behavior from one system
to another.

Finally, in an e�o rt to understandwhy a CD-ROM
drive would readthe data di�erently from anotherCD-
ROM drive, we performed an extremelylow-levelanal-
ysis of the discsthemselves,examiningsuch issuesas
complianceto RedBook speci�cation for lead-in time,
lead-outtime, pit/land geometrylimitations, andsoon.
This analysiswas performed with a specializedtesting
device(model QA-201) producedby CloverSystems.

Set Artist Album
ca1 AlanisMorissette UnderRug Swept
ca1 Bob Dylan Loveand Theft
ca1 Dream-Theater Six Degreesof Inner

Turbulence
ca1 Dream-Theater Six Degreesof Inner

Trbulence
ca1 Natalie Imbruglia White Lilies Island
ca1 Sarah Brightman Classics
ca1 Strange Little

Girls
Tori Amos

ca1 Toby Keith Pull My Chain
ca2 Delerium Odyssey The Remix

Collection
ca2 Delerium Odyssey The Remix

Collection
ca2 Gorillaz (self)
ca2 Pink Floyd Echoes The Best of

Pink Floyd
ca2 Pink Floyd Echoes The Best of

Pink Floyd
ca2 Richard Elliot Chill Factor
ca2 Sarah Brightman Classics
ca3 (various) More Fast and Furi-

ous: Music From and
Inspired by the Mo-
tion Picture The Fast
and the Furious

ca3 Aerosmith Just PushPlay
ca3 NSYNC Celebrity
ca4 Aerosmith Young Lust: The

AerosmithAnthology
ca4 Aerosmith Young Lust: The

AerosmithAnthology
ca5 soundtrack Atlantis The Lost

Empire
ca6 Natalie Cole Unforgettable
ca6 No Doubt Rock Steady
ca6 RogerWaters Flickering Flame
ca6 Staind Break the Cycle
ca7 Toby Keith Pull My Chain

Table1: Discsfrom California Usedin Testing
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Set Artist Album
nm Natalie Imbruglia White Lilies Island
nm SherylCrow The Globe Sessions
nm2 CelineDion A NewDay HasCome
nm2 soundtrack The Fast and the Fu-

rious

Table2: Discsfrom New MexicoUsedin Testing

3 Compact Disc Background

Understandingthe copy protection schemesin usewill
require having a basic understandingof how compact
discswork, and knowing the types of media that are
generallycalled\compact disc."

3.1 Types of Compact Disc

Consumerstypically will refer to optical media that
play in compact disc players, without any more pre-
cisedescriptionof the media type. The optical media
most generallyknown as \compact disc" has a variety
of standards, eachof which has particular capabilities.
Knowingabout thesestandardsiscritical to understand-
ing the mechanismsof copy protection and the conse-
quencesof usinghe mediain various playbackdevices.

Compact Disc Digital Audio (CD-D A) is the most
commontype, that which most consumersexpect
when discussingaudio CDs. Thesecontain a Ta-
ble of Contents and then tracks of waveform bit-
streams. The speci�cation is sometimescalled
\Red Book."[10]

Compact Disc Read-Only Memory (CD-ROM)
is the speci�cation for \data" discs, such as
those usedto distribute computer software. It is
noteworthy that although most CD-ROM drives
can play compact disc digital audio, there is no
technical requirement for CD-ROM drives have
that capability.[4, 5]

Multisession Compact Disc is a speci�cation that
will allow discs to support multiple sets of data
on the samedisc.[9]

Set Artist Album
oh1 (various) Final FantasyX
oh1 Aerosmith Young Lust: The

AerosmithAnthology
oh1 Aerosmith Young Lust: The

AerosmithAnthology
oh1 AlanisMorissette UnderRug Swept
oh1 Bare Naked

Ladies
Maroon

oh1 Dream-Theater Six Degreesof Inner
Turbulence

oh1 Dream-Theater Six Degreesof Inner
Turbulence

oh1 Joe Satriani Enginesof Creation
oh1 Seal Hu Manbe In G
oh2 (various) O Brother, WhereArt

Thou?
oh2 Bob Dylan Loveand Theft
oh2 CollectiveSoul 7 Year Itch Greatest

Hits 1994-2001
oh2 CollectiveSoul Dosage
oh2 Enya A Day Without Rain
oh2 Howard Shore The Lord of the Rings

The Fellowshipof the
Ring Original Motion
Picture Soundtrack

oh2 Lisa Loeb Cake and Pie
oh2 The Cranberries Bury the HatchetThe

CompleteSessions
oh2 The Cranberries Bury the HatchetThe

CompleteSessions
oh2 The Doors The Bestof the Doors
oh2 The Doors The Bestof the Doors
oh2 Van Halen Van Halen Best of

Volume1
oh3 CelineDion A NewDay HasCome
oh3 Natalie Imbruglia White Lilies Island
oh4 Delerium Odyssey The Remix

Collection
oh4 Delerium Odyssey The Remix

Collection
oh4 Richard Elliot Chill Factor
oh4 Sarah Brightman Classics

Table3: Discsfrom Ohio Usedin Testing
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Enhanced Music CD (CD Enhanced) is a speci�c
type of multisessiondisc, one that has an audio
sessionanda secondsessionof computerdata with
content relatedto the audiosession.[8]

Philips licensesthe speci�cations and related intel-
lectual property around the compactdiscstandards, in-
cluding logo and how to usethem. Suchspeci�cations
are availableonly to licenseeswho agreenot to disclose
technical detail. There are many other speci�cations,
but only thesewereconsideredfor the presentresearch.
Figure 1 shows the Compact Disc Digital Audio and
EnhancedMusic CD logos,respectively.

Figure 1: Philips CompactDisc Digital Audio and En-
hancedMusic CD Logos

Of particular interest is that many discs using the
EnhancedMusic CD format do not usethe Philips logo
createdfor the purpose;the most frequentlogo is some
variation of the one shown in Figure 2. This is appar-
ently connectedto a standard creatednot by the makers
of media devices,but the Recording Industry Associa-
tion of America(RIAA).

Figure2: RIAA `EnhancedCD'Logo

RIAA assertsthat the purposeof the EnhancedCD
Voluntary Speci�cation is twofold: \The primary pur-
pose of this document is to de�ne the disc-player in-
terface neededto improve compatibility. A secondary
purposeis to providegeneralrecommendationsfor CD-
ROM readersconcerningtheseproducts." [6] The same
document says that the EnhancedCD speci�cations
\are not intendedto supersede,precludeor replacethe
existing Philips/Sony Compact Disc Speci�cations for
CDDA, CD-ROM, CD-ROM XA, Multisession,CD-I,
and `CD-Extra', but are intendedto insurea compati-

ble interfacebetweenan EnhancedCD discand CDDA
audioplayers."

3.2 Compact Disc Digital Audio Basics

Digital audiois createdby capturinga soundwave(such
as createdby a musical instrument) in a sample, en-
codedin a binary form to createa frame. A machinecan
readthat frameat a later time to reconstructthe wave-
form and play it exactly as it was capturedin the �rst
place. Just as a motion picture is replayed by rapidly
moving a �lm from one frame to another, soundis re-
played by rapidly moving from one soundwaveform to
the next at the samplerate. In the caseof compactdisc
digital audio, this is 44,100samplesper second.

The compactdiscisanopticalmediaformat that uses
pits on an otherwisesmooth re
ective surface(land) to
encode data in a digital (binary) form. A compactdisc
player directsa laserbeamagainstthe re
ective compo-
nent of the discand looks for the beamto be re
ected
back. The beam will re
ect back brightly acrossland;
when the beam movesacrossa pit, the re
ection will
be directed elsewhere,causingan interruption in the
light back into the reader.A transition from land to pit
or from pit to land representsa binary 1; moving from
one sector to anotherwithout a transition representsa
binary 0.

Once the data are read from the disc and demod-
ulated back to the binary data stream, eight bits per
frame are availablefor control and \display." These
bits are referredto in the speci�cation as channelsP,
Q, and so on, through W.

Channel P is a simpleseparator 
ag for music tracks,
allowing cheapsearch systemsto be implemented
by scanningfor this 
ag.

Channel Q is used by more sophisticatedplayers for
control purposes,suchas a microcomputer. Data
such as track number and time are encoded into
ChannelQ.

Channels R. . . W contain the display data, typically
unusedon audioCDs.
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3.3 Compact Disc Error Correction

More than half of the data presenton a compact disc
are there to ensurethat playbackdevicesreadthe data
properly and to providehelp for the deviceto �x errors
during playback. Additionally, the data are interleaved
on the disc to enhanceerror correction.

Error correction in CD players works in two stages.
The error correction chip usedin the QA-201unit used
for testing usesthe \Superstrategy"algorithm that can
correct two badsymbolsper block in the �rst stageand
two bad symbols per block in the secondstage.

Errors reported by the unit usea shorthand notation
E11, E21, and E31 to refer to errors detected in the
�rst stageof error correction; E12, E22, and E32 refer
to errorsdetectedin the secondstageof error correction.
E11andE21indicateonebadsymbol in the block; E21
and E22 indicate two bad symbols in the block. E31
is uncorrectableat the �rst stage,but becausedata are
de-interleavedbetweenerror correctionstages,the three
(or more) bad symbols go into separate blocks for the
secondstage,and thus might be correctable.

E32 is uncorrectableat the secondstage,i.e., at the
end of the error correction process. Interestingly, as
technologyimproves,both the legitimacyof errors en-
coded in the discsand their impact decreases.Modern
recording and encoding equipmentcan easilyproduce
discswith very few errors, and our testing has shown
many discsof excellentquality in circulation. Someof
the earliest CD playersreportedly couldnot correct E22
errors, while somemodern equipmentcan correct even
someE32 errors.

Thus, while compactdiscsare a signi�cant technical
improvementover vinyl records|since they can detect
and correct many errors during playback|they are not
indestructible;heavyscratches,bad �ngerprints, and so
on can lead to uncorrectable (E32) errors, which will
causeimperfect reproduction of the recorded sound.

3.4 Computers and CD Enhanced

The CD Enhancedformat wasdesignedto allow produc-
ersto includecomputerdata on the discsalongwith the
Compact Disc Digital Audio. CD Enhancedis an im-
portant format for copy protection schemesto work on
computers. This format allows a singledisc to appear

as compact disc digital audio and to a traditional CD
player and as a CD-ROM to a computer's CD-ROM
drive.

How computersdeal with removablemedia such as
compact discswill vary from one operating systemto
another. Generallyspeaking,operatingsystemswill au-
tomatically recognizewhena dischasbeeninsertedinto
the CD-ROM drive. If an ISO 9660 �lesystem can be
found, it will be mounted. Operating systemssuchas
Microsoft Windows and Apple's MacOS have features
that allow them to look for specially-designatedexe-
cutableprogramsto be run on insertionof the disc. If
sucha �le is not present,the �lesystem will simply be
mounted and presentedto the user like any other di-
rectory structure. If no �lesystem is present,the disc is
generallyassumedto be compactdiscdigital audioand
playbackcan begin.

Of particular note hereis that if executablesoftware
is started at discinsertion,manynewfeaturesare possi-
ble. Sincethe computerhasnot recognizedthe discas
compactdisc digital audio, producerscan createa disc
that will play on a computer only with the producer's
special software. By taking advantagethe di�erences
between how data would be read on CD-ROM drives
and traditional CD players, producerscan even make
discs that will not work properly on CD-ROM drives
without their specialsoftware, but will apparently work
in traditional CD players.

An early mechanismto foil copy protection schemes
worked by usinga black felt-tip marker to blacken the
outer edgeof the disc. This works becauseit makes
the data sessionof a Multisession(speci�cally, CD En-
hanced)discunreadableto the CD-ROMdrive, causing
the computerto treat the discas CD-DA.

4 Results

We found severalissueswith compact discs, each of
whichcanexplainthe problemsreported by usersonline.
For comparison, we usedtest discsprovidedby Clover
Systemswith the QA-201unit.
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4.1 Encoding Errors

Errors encoded into the disc would impact the ability
for error-correcting computer hardware to be able to
read the disc properly. Traditional CD players, on the
otherhand,would likely throw out erroneousframesand
replacethem with a newframecreatedby the player by
interpolating the previousand next frame together.

Somemight claim that such errors are indiscernible
to the listener on standard playback equipment, that
the e�ect is no worse than lossy compressionusedin
popular digital encoding methods like MPEG2Layer III
(\MP3"). 1 On CD-ROM drivesmaking a copy of the
data, however, the situation is di�erent. Insteadof in-
terpolating to replacethe erroneousframes,the frames
are easilyaudiblenoise,makingthe audiostreamfull of
annoying pops. This is clearly the objective,aslisteners
will not want to listen to musicwith annoying pops.

The error rates in such schemesare signi�cant. As
notedearlier, E32errors are generallyconsidereduncor-
rectableanddiscswe testedtypicallyhadzeroinstances
of them. A few breathtaking examplesof high error
rates stand out, including Natalie Imbruglia's White
Lilies Island, which had over 32,000 separate E32 er-
rors on each of the copiesof the disc that we tested
at double-speed. Figure 3 shows the frequencyof E32
errors of that disc from the OH3 set.

Alsoof interest is how the E31errors on a brand new
disccompare with thosethat we introducedby scratch-
ing a discwith a metal key. Figure4 shows the results.

4.2 Disc Geometry

The Compact Disc Digital Audio standard establishes
boundariesfor geometryof discs. In general,analysisof
the geometryis most usefulto look into the reasonbe-
hind errors that are eitherhigh frequentor high impact.

Examinationof the geometryof discswith high er-
ror rates suggeststhat the errors are not due to errors
in the disc geometry, that is, the errors are encoded
into the disc. We shouldnote that our measurements
of geometry were taken during playback on the QA-

1It is probably worth noting that some listeners and musicians
who complain about the quality MP3-encoded music, so that the
matter of impact is at least a subject for debate. Study of the
merits these arguments is beyond the present scope.

Figure 3: Instancesof E32 (Uncorrectable) Errors on
Natalie Imbruglia White Lilies Island

201unit, whichmeansthat our test would measurenot
only the discbut the playbackdeviceas well. Sincewe
don't havean electronmicroscope to take thesemea-
surementswithout alsomeasuringthe playbackdevice,
we show the resultsof the discgeometryanalysisof our
test discprovidedby CloverSystems.

Figure 5 shows a pit and land geometryhistogram
for the disc White Lilies Island. Note that thesemea-
surementsmuchmore closelyresemblethe known-good
test disc, quali�cation disc 6E from Clover Systems,
shown in Figure 6. The sameanalysison Philips test
disc SBC444A(which hastwo built-in defects:missing
data in the disc encoding and black spots on the disc
surface)shows a very di�erent result (Figure 7).2

4.3 Errors in Table of Contents

In addition to the audio waveforms, the CompactDisc
Digital Audio standard requiresa Table of Contents
(TOC) that identi�es the number of trackson the disc,

2These graphs show the lengths of each pit and land in the
disc and how they are distributed. There are nine discrete \ef-
fect lengths" in the Eight-to-F ourteen Modulation (EFM) used
in encoding digital audio to compact disc, and each line in these
histograms shows a di�erent e�ect length. A disc with no devia-
tion from the mean will show nine straight lines; a disc with high
deviation from the mean will show wider distribution in these bell
curves.
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Brand New White Lilies Island Disc Scratchedwith Metal Key

Figure4: Comparison of E31 (Correctable)Errors: Brand New Disc vs. Intentionally Scratched

Figure5: Pit and Land Geometryfor White Lilies Island
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Figure6: Pit and Land Geometryfor CloverQuali�cation Disc 6E

Figure7: Pit and Land Geometryfor Philips (Bad) Test Disc SBC444A
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alongwith the points at which eachtrack will start and
stop. Our resultsseemto con�rm what hasbeenprevi-
ouslyreported. [3]

CD playersthat display the total disc time and num-
ber of tracks will typically gather this information by
readingthe table of contents. This can alsoaid in spe-
ci�c track selection. Cheaper players can ignore the
table of contents, relying solelyon P-channeldata to
allow the user to advancefrom one track to another.
More sophisticatedplayers,suchascomputers,can use
the table of contents, but can also or insteaduse the
additionalQ-channelcontrol data.

An exampleof a discwith badTOC data is More Fast
and the Furious. Compact Discs have two modes of
determiningTOC data, known asMode 0 and Mode 2.
Note that in the caseof the More Fast and the Furious,
the data disagree.In the CountingCrows disc that we
pulled from a personalcollection,the data agree.

We are continuing analysison a larger data set to
determinejust what the impact of the bad TOC data is
and whetherMode 0 and Mode 2 TOC di�erence are a
side-e�ect of a MultisessionCD.

4.4 Software Errors

It was widely reported in 2002 that large numbers of
EnhancedCD titles createdusability problemsin com-
puters. After testingnumeroustitles with commonsoft-
ware usedto rip CD audio, we saw a commonpattern
wherediscswould rip properly|until the endof the last
track, at whichpoint the CD-ROMdrivewouldstopand
the operatingsystemwould report an I/O error or some
other error relatedto the mediaor device. In fact, this
is a problemin the software, which incorrectly assumed
that the entire disc was Compact Disc Digital Audio.
The software would read past the last audio track and
insteadof stopping,would continueon to the data ses-
sion. The I/O error comesfrom the software trying to
readthe data section(which is encodedwith 2048-byte
blocks on an ISO 9660 �lesystem)[4] as CD-DA audio
(which is encoded with 2352-byte blocks). Software
usedto rip audio from compactdiscsshouldbe ableto
detect the proper boundaries for eachtrack by reading
the disc'stable of contents(assumingthat it is properly
encoded). Of course,on discswherethe TOC data are
incorrect, suchattempts will be frustrated.

4.5 Privacy Implications

The useof computertechnologyfor playbackof digital
mediacarriesa separate set of risks, largely in the form
of side-e�ects of enablingcontent playback to require
interactionwith systemsoutsideof the user'scontrol|
such as Web sites put in place by the producers. We
discussedtheseissuesin the context of DVDs and out-
lined somespeci�c problemsin the PC Friendly system
in early 2002. [2]

Determining the privacy risks associated with En-
hancedCDs is an area for additional study.

5 The Future of Digital Media

Clearly, a signi�cant battle over the future of digital
media lies ahead. On one hand, producersof content
want to control how suchcontent can be copied,while
usersexpect to be able to usetheir computersas they
see�t.

We seeno feasibleway to prevent data from being
freely copied from one sourceto another. After early
debaclesin copy protection (perhaps most famously
through the SecureDigital Music Initiative) [1], the in-
dustry apparently now agreeswith this view, shifting
away from copy protection and toward control of play-
back mechanisms.

We emphasizethat producersusedto label their discs
as\Compact DiscDigital Audio," a standard controlled
by Philipsto ensurecompatibility amongmanufacturers'
equipment,but now label their discsto advertisecom-
pliancewith a voluntary standard of their own making
(through their industry association). This move puts
both content production and speci�cations for proper
playback into the handsof the sameparties.

In a broader context, we seethese technical mech-
anismsbeing introduced to apparently familiar media
(discsthat look andlargelywork like CompactDiscDig-
ital Audio) in addition to new formats (such as DVD)
that bring with them their own set of protections that
producers(incorrectly) claim are to sti
e copy protec-
tion. Goingasfar asusingcryptographyto limit access
to data that consumershavelegitimately licensed,such
producershave organizedthemselvesinto a cartel to
usetheir position as the producersof content to estab-
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Track Start Length Type
1/1 16777365[144:18.15] -16758565[116:249.216] Audio POSITION
2/1 18801[04:10.51] 15132[03:21.57] Audio POSITION
3/1 33934[07:32.34] 13206[02:56.06] Audio POSITION
4/1 47141[10:28.41] 7907[01:45.32] Audio POSITION
5/1 55049[12:13.74] 15636[03:28.36] Audio POSITION
6/1 70686[15:42.36] 14572[03:14.22] Audio POSITION
7/1 85259[18:56.59] 19131[04:15.06] Audio POSITION
8/1 104391[23:11.66] 17257[03:50.07] Audio POSITION
9/1 121649[27:01.74] 14911[03:18.61] Audio POSITION

10/1 136561[30:20.61] 18999[04:13.24] Audio POSITION
11/1 155561[34:34.11] 16342[03:37.67] Audio POSITION
12/1 171904[38:12.04] 13746[03:03.21] Audio POSITION
13/1 185651[41:15.26] 15284[03:23.59] Audio POSITION
14/1 200936[44:39.11] 41079[09:07.54] Audio POSITION
15/1 242016[53:46.66] 90984[20:13.09] Data POSITION

Table4: Mode 0 TOC, More Fast and the Furious

Track Start Length Type
1/1 149 [00:01.74] 18651[04:08.51] Audio POSITION
2/1 18801[04:10.51] 15132[03:21.57] Audio POSITION
3/1 33934[07:32.34] 13206[02:56.06] Audio POSITION
4/1 47141[10:28.41] 7907[01:45.32] Audio POSITION
5/1 55049[12:13.74] 15636[03:28.36] Audio POSITION
6/1 70686[15:42.36] 14572[03:14.22] Audio POSITION
7/1 85259[18:56.59] 19131[04:15.06] Audio POSITION
8/1 104391[23:11.66] 17257[03:50.07] Audio POSITION
9/1 121649[27:01.74] 14911[03:18.61] Audio POSITION

10/1 136561[30:20.61] 18999[04:13.24] Audio POSITION
11/1 155561[34:34.11] 16342[03:37.67] Audio POSITION
12/1 171904[38:12.04] 13746[03:03.21] Audio POSITION
13/1 185651[41:15.26] 15284[03:23.59] Audio POSITION
14/1 200936[44:39.11] 41079[09:07.54] Audio POSITION
15/2 242016[53:46.66] 90984[20:13.09] Data POSITION

Table5: Mode 2 TOC, More Fast and the Furious
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Track Start Length Type
1/1 150 [00:02.00] 24841[05:31.16] Audio POSITION
2/1 24992[05:33.17] 16454[03:39.29] Audio POSITION
3/1 41447[09:12.47] 20437[04:32.37] Audio POSITION
4/1 61885[13:45.10] 22566[05:00.66] Audio POSITION
5/1 84452[18:46.02] 20337[04:31.12] Audio POSITION
6/1 104790[23:17.15] 23604[05:14.54] Audio POSITION
7/1 128395[28:31.70] 19176[04:15.51] Audio POSITION
8/1 147572[32:47.47] 20212[04:29.37] Audio POSITION
9/1 167785[37:17.10] 18229[04:03.04] Audio POSITION

10/1 186015[41:20.15] 21119[04:41.44] Audio POSITION
11/1 207135[46:01.60] 25935[05:45.60] Audio POSITION

Table6: Mode 0 TOC, CountingCrows

Track Start Length Type
1/1 150 [00:02.00] 24841[05:31.16] Audio POSITION
2/1 24992[05:33.17] 16454[03:39.29] Audio POSITION
3/1 41447[09:12.47] 20437[04:32.37] Audio POSITION
4/1 61885[13:45.10] 22566[05:00.66] Audio POSITION
5/1 84452[18:46.02] 20337[04:31.12] Audio POSITION
6/1 104790[23:17.15] 23604[05:14.54] Audio POSITION
7/1 128395[28:31.70] 19176[04:15.51] Audio POSITION
8/1 147572[32:47.47] 20212[04:29.37] Audio POSITION
9/1 167785[37:17.10] 18229[04:03.04] Audio POSITION

10/1 186015[41:20.15] 21119[04:41.44] Audio POSITION
11/1 207135[46:01.60] 25935[05:45.60] Audio POSITION

Table7: Mode 2 TOC, CountingCrows
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lish, in e�ect, a monopoly on playback devices. This
year, producershave made such a move, evenassert-
ing control over their customers'computers,requiring
that their software be usedfor playbackandother uses.
Thesenot only impedednormal and legal usesof the
media,but openedthe way for vulnerabilitiesin system
stability and security. [7]
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